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Introduction
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▪ CNPD mission 

− To actively engage in promoting and enabling a trusted digital economy 
with an innovation ecosystem respectful of privacy and personal data

▪ Observations after 6 years of GDPR

− Maturity of organisations in terms of privacy and data protection is still 
quite weak, especially in non regulated sectors, in SMEs, startups and with 
independent entrepreneurs

− Genarative AI triggers a new wave of technologies and innovation 

− New incoming EU/LU legislation (DGA, DA, AI Act, DSA, DMA, …) is 
putting additional “pressure” on organisations, increasing potential 
compliance gaps and barriers for innovation

− Common shared vision of stakeholders to promote a development of a 
digital economy built on responsible innovation and aligned on the new 
legal framework

− Collective effort needed to increase awareness and promote data 
governance and accountability 

Take Control of your Privacy
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CNPD initiatives
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▪ Data Protection Basics 

− Training sessions introducing basic data protection concepts and the 
GDPR with the general public and professionals without prior 
knowledge as a key target

▪ DAAZ

− Interactive GDPR eLearning through gamified story-telling targeting 
small companies

▪ DaProLab

− In person closed workshops encouraging exchange of experiences 
between professionals with the support of the CNPD as a moderator

▪ Sandkëscht

− Regulatory sandbox for innovative use cases to test and enhance 
GDPR compliance. 

▪ GDPR certification

− Framework allowing professionals with an advanced maturity level in 
data protection to demonstrate their compliance with the GDPR



“Data Protection Basics” 
training sessions
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DP-Basics training sessions
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▪ Objectif
− To explain the key principles of data protection 

and privacy so that the GDPR can be properly 
understood and applied.

▪ Target public:
− General public from any organisation or at 

individual without any prior knowledge of legal
background 

− Not aimed at an expert audience and not 
intended to train professionals in the field

▪ Format
− one day 5h on-site course
− Pre scheduled sessions, 1 per month, 
− 20-25 participants
− 2 CNPD trainers per session
− Sessions in French; in English (starting October

2024)
− Certificate of attendance on request
− Free participation

Take Control of your Privacy

▪ Main topics covered
− Key elements: definitions, life cycle of 

personal data, controller/sub-processor, 
the RGPD

− Main principles: purpose limitation, 
transparency, lawfulness, data 
minimisation, retention periods, security, 
accountability, etc.

− Data subject rights: right to information, 
right of access, right to object

− Obligations of organisations: register of 
processing operations, data breach 
notification, impact assessment

− Voluntary compliance tools: certifications, 
codes of conduct, …

− The DPO
− Supervisory authorities
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DP-Basics : figures
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▪ (Re)Launch

− Development / update of former CNPD course from 2018 

− Integrating elements from GDPR eLearning for civil servants developed in 
collaboration with CGPD and INAP

− First 2 test sessions in December 2023

▪ Sessions

− 12 sessions held (2023-2024), 5 announced (2025)

− 200 participants since start; 22 participants effectively present on average per 
session

− 9 CNPD trainers

Take Control of your Privacy
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DP-Basics : continued development
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▪ Widen the public
− sessions in English language (oct 2024)
− sessions outside of Belval
− Integration into the Digital Learning Hub (DLH) programme starting

2025

▪ Widen the scope
− Specific sessions « artificial intelligence et data protection» (4 sessions 

in 2024 and 5 annouced in 2025)
• based on simple and specific examples
• in the context of the GDPR (not AI Act)

• Interaction of GDPR and AI Act
− Prerequisites: attend the “data protection basics” training or have 

completed DAAZ

Take Control of your Privacy
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Origin of the initiative

Objective 

• Supporting very small 
businesses, startups and SMEs 

• … in understanding, 
strengthening and maintaining 
their compliance with the GDPR

• … by creating an enjoyable 
educational tool based on story 
learning, gamification, UX and 
immersion 

• …free of legal language

▪ GDPR Compliance Assessment Tool (CST) avalaible online between 2017 and 2022

▪ EU Project ALTO (2022-2024)

− programme CERV (Citizens, Equality, Rights and Values Programme 

− In collaboration with LHC - NC3 
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1. Identification of the « users’ needs »

Take Control of your Privacy

Drafting of the online Survey Collaboration with SMEs
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2. Design

▪ 9 GDPR Model criteria

▪ 4 maturity levels 

▪ Learning by Doing methodology

▪ Integration of UX concepts

▪ Narration and immersion

▪ Gamification 

▪ Accessibility and gender neutrality

Take Control of your Privacy

Double objective :

✓ Focus on user experience
✓ Ensure user commitment
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3. User Interface
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First feedbacks
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DAAZ after the first 6 months (since July 2024)

1403 114 4 8%

Registred users
Users completed

course
Estimated hours

per level
Course 

completion
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“DaProLab” workshops 

27

▪ Objective:
− To exchange knowledge, experiences and good practices 
− … on pre-selected topics in the field of personal data protection and the GDPR 
− … in order to foster accountability with the participants by discussing opposing 

views 

▪ Target public
− aimed at data protection professionals and technical experts on the topic 

covered during the session
− not aimed at identifying commercial opportunities

▪ Format
− Closed, interactive 2-hours sessions, in person
− in French as the guiding language
− selection of one topic per session by CNPD or together with actors 
− 10-15 participants per session, selected according to the topic
− CNPD is only the organizer and moderator, not a participant, ensures that 

discussions are productive
− Technical experts to present specific topics 

Take Control of your Privacy



“DaProLab” workshops : figures
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▪ (Re) launch of  the initial CNPD workshop concept from 2018 

− 5 sessions in 2024

• April 2024:  L’Intelligence artificielle et la protection des données

• May 2024: Privacy by Design dans le contexte de l'intelligence artificielle 

• Juillet 2024 : L’IA et la gouvernance des données personnelles au sein des 
organisations

• Septembre 2024: Décisions automatisées

• Octobre 2024: Sécurité IA ou OSINT (Open Source Intelligence)

− 2 sessions planned in 2025

• February 2025:  Regulatory sandbox on AI in collaboration with LIST

• 17 April 2025: AI and Use case in collaboration with UNESCO

Take Control of your Privacy



Commission Nationale pour la Protection des 
Données GDPR Art. 42 & art. 46
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GDPR Certification – Art. 42 & 43
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GDPR Art. 42 Certification (Data processing certification)

❑ a voluntary process that helps to demonstrate compliance with the GDPR. The GDPR does not introduce any right or 
obligation for controllers and processors to be certified.

❑ an accountability tool. It enables companies, public authorities, associations and other bodies to demonstrate their 
compliance with the GDPR.

❑ a legally binding tool, unlike, for example, ISO certification of management systems.

❑ National certifications / EU Seal Certifications

GDPR Art. 43 Accreditation of Certification bodies

❑  In LU, the CNPD handles the accreditation activities for GDPR certifications.

Take Control of your Privacy
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GDPR - CARPA Certification
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❑Certification scheme developed by the CNPD

❑Covers internal governance systems

❑Based on ISAE 3000, ISCQ1 and ISO17065 standards

❑3 certification bodies approved by the CNPD

Actions to encourage GDPR Certifications

❑  Communications addressed to C-Level

❑  Voluntary tool -> Difficult to convince decision makers

Take Control of your Privacy
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GDPR Certification – What will happen?
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GDPR Art. 46 – Certification as a tool for transfers

❑First certification of this kind
➢ GDPR Art. 46.2.f: “an approved certification mechanism pursuant to Article 42 together with binding and enforceable commitments of the 

controller or processor in the third country to apply the appropriate safeguards, including as regards data subjects' rights .”

❑CNPD competent supervisory authority to get it approved at EDPB level

❑Forecast regarding the availability of the tool: 2nd Quarter 2025

Actions to encourage GDPR Certifications

❑  Communications addressed to C-Level

❑  Voluntary tool -> Difficult to convince decision makers

Take Control of your Privacy
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AI and Data Protection training sessions
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▪ Objectif
− To explain the key principles of data protection

and AI regulation so as to ensure that AI systems 
can be developed and deployed in compliance 
with the regulations.

▪ Target public:
− Any organisation or/and any individual with

minimum prior knowledge of legal background
− Not aimed at an expert audience and not 

intended to train professionals in the field

▪ Format
− one day 3h/4h on-site course
− Pre scheduled sessions, 5 per years,
− 20-25 participants
− 2 CNPD trainers per session
− Sessions in French; in English
− Certificate of attendance on request
− Free participation

Take Control of your Privacy

▪ Main topics covered

− Key element of AI : how it works and what 
it’s used for. AI impact on data protection. 

− Main principles: Technical aspects of AI 
with a focus on supervised learning. Review 
of data protection and points relevant to 
AI. Connections between the AI Act and 
the RGPD. 

− Concrete examples of applications : focus 
on AI systems using personal data.

− Highlight on : automated decisions, the use 
of special categories of personal data and 
further processing of personal data.  
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AI and Data Protection: figures
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▪ Launch

− Integrating elements from AI Act

− First 4 sessions in November and December 2024

▪ Sessions

− More than 100 participants since the Beginning

− 20 participants effectively present on average per session

− 5 CNPD trainers

− 4 sessions held (2024)

− Next 4 Publics Sessions : 03/02, 17/02, 03/03 and 17/03

Take Control of your Privacy
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Regulatory Sandbox 

37

▪ The "Regulatory Sandbox" program 
aims to provide 

− a dedicated space 

− to test and assess the legal 
implications of new technologies and 
personal data use, 

− especially in artificial intelligence, 

− in collaboration with innovation 
players in Luxembourg.

Take Control of your Privacy
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The evolutive approach
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▪ The “Sandkëscht” regulatory sandbox designed to evolve:
• by enabling skill development as a supervisory authority, and

• by fostering practical experience in managing the Sandbox.
• Regulatory: supporting innovation actors in their compliance with the GDPR and 

soon, with the AI ACT.

• Artificial Intelligence: Implementing a sandbox dedicated to artificial 
intelligence, focused on personal data protection, follows a specific plan over a 
set period.

• A measure of support for effective innovation IA act:
• Operational AI regulatory sandbox (horizon 2026).

Take Control of your Privacy



© 2023 CNPD

The Entry Mechanism
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Participating Organisation: 

▪ Any entity registered in Luxembourg, regardless of its size, sector of activity, or status.

Innovation :

▪ Projects can focus on the development, integration, or use of new technologies, 
particularly artificial intelligence systems.

Benefits for individuals or society in general :

▪ This includes products or services that provide benefits to consumers or optimize 
the use of resources such as digital transformation, ecological transition, and more.

Take Control of your Privacy
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The benefits
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Safe Space Experiment Compliance

Open discussion Trusted innovation Reduce the costs

Support data protection in the 
era of AI complexity 

Address new processing 
activities

Strengthen the foundations for 
upcoming regulations

Direct collaboration with the 
data protection authority

Respectful of data subjects rights Prevent corrective actions and 
remediation costs 
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Any question ?
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Commission nationale pour la protection des données

15, Boulevard du Jazz

L-4370 Belvaux

261060-1 I www.cnpd.lu I info@cnpd.lu

MERCI! THANK YOU! DANKE!
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