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Time to reach 100 million users

Telephone 75 years

Mobile phone
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WOI’|d W|de Web 7 years
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WhatsApp
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TikTok

(G) chatepT .. breakthrough in Al?

Yes and no.
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text generation G) chatGPT

HappyAir Support
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self-driving cars




. SO0 what has brought us ChatGPT?

WHAT IS REALLY NEW?

€ 1 step closer to true intelligence

before after
ChatGPT ChatGPT

1

—

artificial intelligence true intelligence

€ democratization of Al



what is

artificial intelligence?

~

perception
synthetization | of information by a machine
deduction
# robotics
# thinking

# conscience




artificial intelligence

artificial general intelligence narrow artificial intelligence

“machine that can "goal-oriented version of Al
accomplish any intellectual designed to better perform
task that human beings or a single task”

animals can perform”



— DISCIPLINE

Artificial intelligence

perception, synthetization, deduction
of information by a machine

— TECHNIQUES

Machine learning

prediction based on known facts

Data mining

discovery of new facts

imitation of behaviour

discovery of
patterns / similarities



— DISCIPLINE

Artificial intelligence

perception, synthetization, deduction
of information by a machine

— ALGORITHMS

regression

support vector machine

artificial neural networks

decision tree

naive Bayes
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Artificial neural network

Input output
neurons neurons

“see something =) return/do something”



Artificial neural network

Input output
neurons neurons

cat

dog

A\ crocodile

chinchilla

bear

“see something =) return/do something”



Artificial neural network

Input output
neurons neurons

score

cat 8374

dog 2842

) crocodile 13

chinchilla 5991

bear 79

“see something =) return/do something”



Artificial neural network intermediate

“deep learning”
when there are many layers

o[

neurons
Input output
neurons neurons

cat

dog

“see something

crocodile
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bear
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return/do something”



Artificial neural network (text generation)

Input output
”Photosynthesis neurons neurons
In simple words, Photo apple
s ...

synthesis

then

conversation up to now mmm) predict next word O repeat



training an

Artificial neural network

Input output
neurons neurons

dog

crocodile

chinchilla

bear




training an

Artificial neural network

Input output
neurons neurons
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training an

Artificial neural network

Input output
neurons neurons

chinchilla

bear




training an

Artificial neural network

Input output
neurons neurons
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training an

Artificial neural network




training an

Artificial neural network

::::::
R

training GPT 3:

1024 GPUs
34 days
$4.6M




a lot of training data
a lot of computing power

training use

super computers



inherent to the technology



Rights on
training data

Al requires masses of data

mostly protected by / ’ L
intellectual property and privacy rights r S
— How to ask for everyone’s

[
%

consent / permission?



Rectify
infringements

learning
IS easy:

forget?

r . .3:__?.:: (
ChatGPT 3 — 1.000.000.000.000 nodes

hard to know
which links and nodg
represent specificd



Learning data
can leak

example: membership inference

LLM gives most likely next word,
based on training data

Germany 1%

France 12%

Germany 0.3%
France 0.1%
Luxembourg 0.3% Luxembourg 98%
Belgium 0.1%

Switzerland 0.2%

Belgium 8%

Switzerland 5%




when Al is applied



ChatGPT

When you use our non-API consumer services ChatGPT or DALL-E, we may use the data
you provide us to improve our models. You can switch off training in ChatGPT settings
(under Data Controls) to turn off training for any conversations created while training is
disabled or you can submit this form. Once you opt out, new conversations will not be
used to train our models.

https://openai.com/policies/terms-of-use

training use
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samoo BELLF =M PM

= Your.MD

Hello Peter. How can | help
you?

| hawve a runny nose and

headache

Ok Peter, | understand you
have runny nose and

g headache.

How long have you had
@ these symptoms for?

Do you also have any of

@ these symptoms?

Shivering Muscle Ache

Mone of thesa

L0, -

AT N

ChatGPT

When you use our non-API consumer services ChatGPT or DALL-E, we may use the data
you provide us to improve our models. You can switch off training in ChatGPT settings
(under Data Controls) to turn off training for any conversations created while training is
disabled or you can submit this form. Once you opt out, new conversations will not be

used to train our models.

https://openai.com/policies/terms-of-use




Doctors  Contoct us m ChatG PT .

)
Get st
Draft an email

_ requesting a
iy —(mmpleadline extension
" Sl | for my project

your doctor’s health Al chatbot
website provider provider



Deep https://ars.electronica.art/

center/en/obama-deep-fake/




reputation damage
mobbing

blackmailing
(e.g. deep fake porn)
faking evidence

other data leaks
can suddenly have
higher impacts

Description Randomize

Enter prompt..
Adult male kuwaiti
thin body hoodie

wide-leg pants shoes

Negative prompt @

Gender

Age

Skin tone

Not set

Ethnicity

Body type

Thin

;= HUMAMN GENERATOR New -
Hot

reset

clear

clear

clear

clear



Deep
fakes

detect Al generated content
with Al
bypass Al content detection with Al

trick the bypassing with Al
detect tricking ofr“ \ 4

overcome detection witl

Solutions?

watermarking

can also be
included
“invisibly”
Into a picture



Face detection

FACE ID TOUCH ID



Face detection

5

'emotions




Face detection

tracking

stalking

surveillance

social
scoring



© Signin
The,.
Guardian

News Opinion Sport Culture Lifestyle e

Pornography websites will have to check
users’ ages, under draft guidelines

The list of measures for proving someone is over 18 include: uploading a
photo-ID document; facial age estimation technology; contacting your
mobile network provider to allow your phone to access adult content;
checking age via credit card details; and using “digital identity wallets”
that store evidence of a person’s age.



© Signin

The,.
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News Opinion Sport Culture Lifestyle e

CNIL.

PROTEGER les données personnelles
ACCOMPAGMER l'innowvation
PRESERVER les libertés individuelles

Online age verification: balancing
privacy and the protection of minors

22 September 2022

| have to check
idelines

» s over 18 include: uploading a
1 technology; contacting your
1one to access adult content;
1sing “digital identity wallets”
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