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What has changed since May 20187

= |n general

— Major shift in how
people and businesses
see privacy

— GDPR has helped

move data protection
rights into the spotlight

— Introduction of the
consistency
mechanism

— Cooperation in cross-
border cases




What has changed since May 20187

= The CNPD

— has the role to enforce the
GDPR and verify its compliance
within the national territory

— got the support by the
government to hire diverse il
workforce over the last years /ipff%/i ,;/5
and set up an adequate work G

Infrastructure / ”””
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— has the objective to increase the e i LS
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how data is used and made
avalilable.
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Ressources

2014

2015

2016

2017

2018

2019

2020

Budget —

I (2 050 922€ |

I 2 336 729€]

0.00 1 000 000.00 2 000 000.00 3 000 000.00 4 000 000.00 5000 000.00 6000 000.00 7000 000.00 8 000 000.00

Ressources humaines

Staff: 52 2016 I O |
Average age: 37,4 2017 I 5 |
Average seniority: 4,5 years 2015 | 3 |

Gender balance: 51% M / 49% F

7 nationalities

2019 | 4 3
2020 | | 50

Expertise: lawyers, engineers, IT

experts, auditors
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Organigramme

Services

Unités

COLLEGE de la
COMMISSION NATIONALE POUR LA PROTECTION DES DONNEES

Délégueé a la protection des données

Secrétaire(s) du College de la Commission nationale

Chargé des relations européennes et Internationales

SENSIBILATION

Communication
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Sensibilisation
& Formation

Vellle juridique
& technologique
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Avis
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Transferts
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Certifications

RECLAMATIONS
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ActIVIties (figures from 2020)
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SENSIBILISATION, GUIDANCE ET CONSEIL

24

AVIS
confre 16 en 2019

relafifs a des projets ou propo-
sitions de loi ou mesures re-
glementaires, dont nofamment
des avis sur les lois relatives :
« 0 la lutie confre la COVID-19 ;
= Qu systéme de vidéosurveil-
lance @ des fins policiéres
« Visupol » ;
« au regisire des fiducies et
des trusts.

1
655

DEMANDES DE
RENSEIGNEMENT

PAR ECRIT
contre 708 en 2019

Les 3 principales catégories de

demandes concement :

1. la pandémie COVID-19 (fra-
cage des personnes, prise
de fempérature, éléravail,
homeschooling, efc.) ;

2 la surveillance sur le lieu du
travail ;

3.le droit des personnes
concemeées (droit d'accés,
droit d'effacement, efc.).

1

NOUVELLES

GUIDANCES
conlre 3en 2019

« Le froitement des données
personnelles dans le cadre de
I'épidémie du coranavirus ;

« Lignes direcfrices sur les
conséquences du Brexit en
matiére de fransferts infema-
fionaux de données (mise a
jour).

.

FORMATIONS ET

CONFERENCES
conire 28 en 2019

Nombre d'événemenis de
sensibilisation que la CNPD
a organisé ou dans lesquels
elle est infervenue comme
orateur.

CONFORMITE ET CONTROLE

485

RECLAMATIONS
conlre 625 en 2019

Raisons principales :

1. Demande d'effacement ou
de recfificafion non respeciée
(26 %) ;

2. Non-respect du droit d’accés
(23 %) ;

3. Droit d'opposition et prospec-
tion (11 %).

579

NOTIFICATIONS DE VIOLATIONS DE DONNEES
conlre 354 en 2019

Cause principale : emeur humaine (65 %)

Nature des incidents :

1. données personnelles envoyées au mauvais deslinalaire (33 %) ;

2. piratage, hacking (156 %) ;

3. divulgation des données personnelles @ la mauvaise personne
(12 %).

Plus de lo moitie des incidenls sonf déleclés dans les 5 jours de

leur survenance.

B
b

AUDITS OUVERTS

sur le theme de la
« fransparence » dans
le secteur du commerce
elecironigue.




Investigations T
= On-site inspection campaigns = Audits campaigns
— Videosurveillance and Geolocation — DPO
« 20 organisations - 25 organisations
* Investigations finalized in 2020; all CDG » campaign finalized, all decisions
files transferred to restricted panel for published
decision — Transparency in e-services:

- 18 decisions published - 6 organisations

— COVID-19 (Collection of personnel data via o campaign launched Q3 2020

guestionnaires; Body temperature checks)
« 20 organisations
- campaign launched in Q4 2020
* ongoing

* ongoing
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Supervision of law enforcement authorities
processing personal data (figures from 2020)

22 requests for information
— 50% regarding rights of data subjects
4 opinions
— video surveillance of public spaces for public safety purposes (VISUPOL),
— the creation of the National Security Authority
— the automated control and sanctioning system (red light radars)

11 complaints
2 data breach notifications
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= 15 plenary meetings

- —
= 200 working group meetings e’d D b
. 9 new QUideIineS European D;ta Protection Board
= 4 projects under CNPD leadership (rapporteur)

— Letter to ENISA with the recommandations concerning the « EU cybersecurity certification
Cloud Scheme » under public consultation;

— Guidelines on voice assistants (Publication of the version for public release and after the final
version after the public consultation);

— Version for public consultation of the Guidance on the Analysis of Certification Criteria
(Addendum to Guidelines 1/2018 on Certification and Identification of Certification Criteria);

— Updated procedure for adopting certification criteria.

12
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Enforcement

reprehe

fugiat nu
nonproident;
anim idestlal

consectetur adipisicing

incididunt ut labore et
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Decisions on the outcome of investigations

= Main steps

- Transfer of file from Head Decision on the

Decision to open an of investigation to the ‘ outcome of the
|r_1vest|_gat|on and Restricted panel investigation by the

designation of a Head Restricted panel

of investigation

Communication of

Head of investigation .
statement of objections
conducts the o .
: tigati (Communication des griefs
investigation CDG) by Head of

investigation to Controller

15



Decisions on the outcome of investigations | CNPD
by the CNPD restricted panel =
= 49 decisions in total = Decisions regarding public entities
— 12 closed in the absence of any — Public institutions: 4
deficiencies identified _ Communes: 2
— 12 with corrective measures _ State sector: 4
— 25 with corrective mesures and
fine = Decisions regarding private entities
— Insurance: 6
= National decisions — Banking: 5
— Health: 4

— 48 decisions

— Service, manufacturing, commerce: 24

— 319.500 € of total fines

= European cooperation decisions
— 1 decision with a fine of 746.000.000 €

16



EU complaint handling

= 161 cross-border complaints were submitted in 2020 to the CNPD
In its role as lead supervisory authority (LSA)

= Role of the LSA

— ensure uniform application where the controller is established in more than
one Member State or where it affects individuals in more than one Member
State

— sole competence for the controller’s processing activities in the Union and
will be the sole interlocutor with that controller

17



Guidelines on geolocation of vehicles made
available to employees for their work

= Published on 15/04/2021

= Goal

= Definition

= Risks

= |Legal framework

= Main principles and obligations
= Transparency

= Necessity and proportionality

= Data minimisation

= DPIA

= Data security and
confidentiality




Guidelines on cookies and other trackers

= Published on 20/10/2021
= Goal

= Definition

= Examples

= Risks

= Legal Context (ePrivacy
Directive, GDPR)

= Good/Bad practices
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COVID-19

POUR LA
PROTECTION
DES DONNEES

= Answering information requests

= Opinions successive Covid-19
laws

= Recommendations issued

= Awareness rising and
communication

= On-site inspection campaign

= European cooperation and

International collaboration (EDPB,
GPA)

21



Schrems ||

PROTECTION

= State of play at end 2021.:

— Adoption by the European Commission
of a new set of clauses for the transfer
of persona data to third countries

— Publication of the EDPB updated
recommendations 01/2020 on
measures that supplement transfer
tools

— Under preparation: FAQs regarding the
Impact of the Schrems Il ruling on
International data transfers.
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New conformity instruments i
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= Certification

— GDPR-CARPA cetrtification scheme
+ GDPR-Certified Assurance Report based on Processing Activities

— CNPD is lead-rapporteur at the EDPB GDPR
- Adoption of certification criteria to be expected Q1 2022 CARPA
» Adoption of EU-level data protection seals CERTIFIED
— First requests for accreditation as Certification body under
way

= Codes of conduct

— First request for approval under way from a professional
sector association
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European Digital Single Market ~ CNPD
Upcoming new EU regulatory frameworks |
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European Digital Single Market
Upcoming new EU regulatory frameworks

]
)

Digital Services 2

Digital Markets




Data Governance Act (DGA) " CNPD|
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EDPB/EDPS joint opinion (10.3.2021) =

" Significant number of serious = Potential new roles for DPAs

concerns raised — Notification and supervision of

— Inconsistencies with GDPR but also data sharing service providers
Open Data Directives; — Registration and supervision of

— blurring of distinction between personal altruistic organisations collecting
and non-personal data; and processing data

— governance/tasks /powers of — Participation in “European Data
competent bodies and authorities to be Innovation Board”

designated; fairness, transparency, ...



Artificial Intelligence Act (AIA)

EC

Proposal (21.4.2021)

= EDPB/EDPS joint opinion (18/6/2021)

— Many open questions !

Exclusion of international law enforcement
cooperation

Risked based approach to be clarified and to be
aligned with GDPR

social scoring and remote biometric identification of
individuals in publicly accessible spaces

Independency and autonomy of EAIB
Crucial need for harmonized enforcement
Scope, objective, legal basis of sandboxes

Relationship between certifications issued under
AIR regulation and GDPR certifications/seals/marks
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— Potential new roles for DPAS

Designated national supervisory
authorities

Independent authorities to
enforce Al regulation

Single Point of Contacts for
iIndividuals and companies

Regulatory sandboxes

European Artificial Intelligence
Board
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Thank you for your attention!

Commission nationale pour la protection des données

15, Boulevard du Jazz
L-4370 Belvaux
261060-1
www.cnpd.lu
info@cnpd.lu

llustrative examples Attention : the answers to the guestions depend on the context — the slides have b=en commented during the presentation to illustirate the reasoning bassd on a specific case.
& case-by-case analysis may lead to other answers. The data controller must respect the obligations imposad by the GDPR and must be able to demonstrate his compliance.
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