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Correct personal data protection compliance in R&D collaboration
depends on the right qualification of all stakeholders :

 Full GDPR compliance by each of the stakeholders

 Specific national research provisions to be followed by each stakeholders for
its country of establishment

« Some national legislations require a data sharing agreement (good practice
anyway)

single controllers

» Full GDPR compliance by each but tasks can be distributed
. ., » Cumul of specific national research provisions impacting the whole project!
JO|nt COntrO”erS « Joint controllership agreement
» Data subjects to be informed about the key elements and can exercise their
rights against each of the joint controllers !

» Only compliance with specific provisions of the GDPR aimed at processors
(security measures, DPO, processing record, etc.)

» Data processing agreement (standard clauses !)

data processor
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Zoom on national specific provisions on research

« derogations from some « derogations from some + derogations from some
data subjects’ rights data subjects’ rights data subjects’ rights
« safeguards « safeguards « safeguards
* special record of  DPIA * prior authorisation or
processing activities « DPO consent
(justification for * trusted third party for * increased confidentiality
exception to data anonymisation/ for special category data
subjects’ rights ...), pseudonymisation * encryption
* information on * privacy enhancing ° ...
anonymisation or not technology
 data sharing agreement  access restrictions
with initial controller ... « data management plan
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Qualification of R&D stakeholders

* Determine jointly the purposes (why) and the means (how)

Joint « EDPB : converging decisions = complementing decisions having a

tangible impact on the determination of purposes and means of the
processing -> would the processing not be possible without both
parties’ participation (processing by each party is inseparable, i.e.
inextricably linked) ?

controllers

* Determines alone the purposes and
the means (especially « essential »

Controllers means, which data, which persons, ...)

Single

* Acting on behalf and on
exclusive instruction of

Data controller
processor » Decision on non-

essential means
possible (which
software)
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Qualification of stakeholders — EDPB example for R&D

Example: Research project by institutes

Several research institutes decide to participate in a specific joint research project and to use
to that end the existing platform of one of the institutes involved in the project. Each institute
feeds personal data it holds into the platform for the purpose of the joint research and uses
the data provided by others through the platform for carrying out the research. In this case,
all institutes qualify as joint controllers for the personal data processing that is done by storing
and disclosing information from this platform since they have decided together the purpose
of the processing and the means to be used (the existing platform). Each of the institutes
however is a separate controller for any other processing that may be carried out outside the
platform for their respective purposes.
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Qualification of stakeholders — outstanding questions <
Luxembourg National GDPR Working Group for Research

For instance, it might be possible that a party determines the purpose and with another party,
they jointly define the means. Such a situation could actually apply in the example of the
clinical trial. It often happens that the sponsor, e.g. a pharmaceutical company, determines
the purpose of the clinical trial — the test of a newly developed drug candidate. They would
then engage a contract research organisation or a clinical partner with whom they jointly
develop the means — the protocol of the clinical trial. The gain of the contract research
organisation is purely financial. However, they will largely define the research protocol as
their experience will be key for the development. Such situation is currently not solved with
the criteria provided in the guidelines.

Another extreme can be that one party determines the purpose while another party
determines solely the means. As such, no party fulfils the criteria defining the controller. This
could be the case in policy development. A ministry selects a public research organisation, on
the basis of a financial offer, to provide them with information on the socio-economic
situation and the corresponding influences in the population. If the ministry selects the
research organisation purely based on the financial offer without influencing the
methodology, the subject recruitment or the analysis. All the means will be defined by the
research organisation that, on the other hand, has not defined the purpose.
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Take aways from the CJEU judgment in C-40/17 Fashion ID

CJEU decision on the roles of a website operator and Facebook when embedding a
Facebook “Like” social plugin:

no access to data required to qualify as
also in case of ‘joint” a data controller (cf. earlier case law) not all controllers must have
controllers, each must have its 1 - the same level of implication
own basis of lawful processing v
(important for health data) !

but joint controllership only at
the level of data collection and

Jjoint controllership : mutual -1 O
transmission

commercial benefit

in case of joint _- -7

controllership: consent (if further processing under ~ each must ensure own
required) and information “single” controllership: compliance (information,
obligations preferably to be idea of phased approach consent (if required), ...
performed at the time of in data protection

first contact
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Correct reflection of roles in data management plan
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[ Interesting sources }

 GDPR

 Luxembourg Law of 1 August 2018

(complementing the GDPR and with specific provisions on research)

« EDPB guidelines on the notions of « controller » and
« processor »

« EU Standard contractual clauses for a data processing
agreement (draft)

 Horizon 2020 Data Management Plan
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https://eur-lex.europa.eu/eli/reg/2016/679/oj
http://legilux.public.lu/eli/etat/leg/loi/2018/08/01/a686/jo
https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_202007_controllerprocessor_en.pdf
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12740-Commission-Implementing-Decision-on-standard-contractual-clauses-between-controllers-and-processors-located-in-the-EU
https://ec.europa.eu/research/participants/docs/h2020-funding-guide/cross-cutting-issues/open-access-data-management/data-management_en.htm
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Questions?
At your disposal!
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A brief presentation of our firm

Office locations

NautaDutilh

Firm profile

Number of partners, associates and other legal staff.
Beethovenstraat 400

1082 PR Amsterdam

An international law firm practising Dutch, Belgian,
Luxembourg and Dutch Caribbean law,
founded in 1724.

One of the largest law firms in the Benelux region:
o 388 lawyers including 72 partners,
including 14 female partners.

o 10 of our lawyers are also university professors.

Spread across 6 offices and 5 country desks:
Offices in Amsterdam, Brussels, London,
Luxembourg, New York and Rotterdam.

Our country desks focus on:

Germany, France, India, China and Japan.

We also monitor growth markets such as Brazil,
Mexico, Indonesia, South Korea and Turkey.

An independent firm with non-exclusive relations
with the top law firms in more than 80 countries.
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United States of America
(rep. office)
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