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Browser:
permissions



é)l [l - Search Google

Website “https://b3-2.opencloud.lu” would like to use your
microphone.

Allow Deny

oday:
pushalert.co wants to

R Show notifications

D ® a https://whatwebcando.today/permissions.html

J<
X
whatwebcando.today wants to

@ Know your location

Allow Block 1
lit

narmiccinnStatiic ctata
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! Your Mac is infected ?
backrocklondon.com
Check your Mac for viruses

Your antivirus may expire...

backrocklondon.com
Click to renew and protect...

!. Your Mac is infected ?
backrocklondon.com
Check your Mac for viruses

A\
G

O McAfes

A\

Close

More

Close

More

Close

More

Close

More

(fake)

malicious
notifications



 Settings < Camera Q, Search

< > C @ Chg

Integrated Camera (04f2:b5ak

Ask before accessing (recommended)
& Youand Google
»
B  Autofil Block
0 ety heck No sites added N
I @  Privacy and securi
@  Appearance Allow >
Q,  searchengine ® hitpsi/inap01.cblue.be:443 » B
»
BT/ butact ficeneane @ https://teams.microsoft.com:443 » B
(!)  Onstartup |
Q https:/etat. webex.com:443 > [ ] % =
® hitps:/bbb.bee-secure.lu:443 > [ ]
: @
Extensions O© https://b3-2.opencloud.lu:443 > [ ]
About Chrome
® https://bbb.opencloud.lu:443 > [ ] B
@ https:/meet jit.si443 > [ ] -
)
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C ® ©) Firefox  about:preferences#privacy o mn o ® =
~
@ Your browser is being managed by your organization. O Find in Options
o A R
'ﬁ' General
V| Top sites

Q Home
Q Search

Change preferences for search engine suggestions

a Privacy & Security Permissions
8 Sync © Location Settings...
B Camera Settings...
§ Microphone Settings...
@ Notifications Learn more Settings...
Pause notifications until Firefox restarts
» Autoplay Settings...
o Virtual Reality Settings...
& Extonsions 8 THemes | Block pop-up windows Exceptions...
@ Firefox Support v/| Warn you when websites try to install add-ons Exceptions...
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Browser:
private mode



=2 X

In 0O ® = ¥ % O

@ Sign in to Firefox > New tab Ctri+T
New window Ctrl+N
Al | : > 3 :
et Protections Dashbosed New incognito window Ctrl+Shift+N
B New Window Ctrl+N History
©Q New Private Window Ctrl+Shift+P Bevilnads Ctrl+ )
a Restore Previous Session Baakimarks
Zoom - 100% 4+ Zoom - 100% -~ i
Edit \ By 8 Print... Ctrl+P
Cast...
Find... Ctrl+F

More tools

Edit Cut Copy Paste



<  BEESECURE®

1,893 Tweets

BEE SECURE &
@BEESECURE

BEE SECURE is the Safer Internet Center for Luxembourg co-financed by the EU
Connecting Europe Facility

() Luxen-‘.bourg &’ bee-secure.lu [:) Joined March 2010

360 Following 1,852 Followers

Tweets Tweets & replies Media

BEE SECURE @ @BEESECURE 10, 2020
Campagne 2020-2021 | Entdeckt den 2. Fokus vun der
Sensibiliséierungscampagne “"bass de sécher?!": #sharenting

D'Bomi vergésst net, den Internet och net!
D'Antwert op des Fro gétt lech BEE SECURE op ow.ly/fgLL50CBzSV

Lijes

Sign up no get)

itter?

Browse history

t your own personalized timeline!

You might like

CASES Luxembourg 4 Follow )
-cs_|u \

—o Permissions

msEcuritymadein.lu

-0 —=x ( Follow )
@secin_lu /
CIR.CL ( Follow \)

@circl Iy

Cookies



& :EE SECURE &

Q  search Twitter
weets

New to Twitter?

( Follow

BEE SECURE &
(@BEESECURE

BEE SECURE is the Safer Internet Center for Luxembourg co-financed by the EU via
Connecting Europe Facility

@ Luxembourg & b

ined March 2010

360 Following 1,852 Followers You might like

’ - . CASES Luxembourg =
Tweets Tweets & replies Media Likes e ((poltow

BEE SECURE & Dec 10, 2020 Symateink
Campagne 2020-2021 | Entdeckt den 2. Fokus vun der ’;f:("':y""“a S ( Follow
bass de sécher?l": # el =

D'Bomi vergsst net, den Internet och net! CIRCL

D'Antwert op des Fro gétt lech BEE SECURE op ow.ly/fgLL50 @circl_lu (_Follow

Trends for you &




tracks on

what it does not hide . cwork

=

www.google.lu
www.youtube.com www.guichet.|u
www.rtl.lu www.letzshop.lu

™
-



tracks on

what it does not hide . . o

" Peter Gibbons logged from 120.35.56.194, Cali, Colombia on 11/22/2012 8:
+/ Bill Lumberagh logged from 187.59.80 3, Guaramirim, Brazil on 11/22/2012 &

« Peter Gibbons logged from 83.3.103.13, Gliwice, Poland on 11/22/2012 8:4

(TS B

«/ Peter Gibbons logged from 89.207.251.45, Germany on 11/22/2012 8:04 ai
O unknown user was blocked from 89 207 251 45 | Germany on 11/22/2012

+/ Bill Lumbergh logged from 109.238.117.218, Cesena, kaly on 11/22/2012 5

# Deter Rihhnne Inaned fram 108 210 84 197 Mairn Faunt an 1122212012 &+



private mode covers up:

v/ all tracks on the local computer

)( no tracks on the web servers

X no tracks on the network (e.g. employer)

— use Tor browser instead



Enhanced Tracking Protection

Trackers follow you around online to collect information about Manage Exceptions...
your browsing habits and interests. Firefox blocks many of these

trackers and other malicious scripts. Learn more

®  Standard

Balanced for protection and performance. Pages will load normally.

W Social media trackers

# Cross-site tracking cookies

Firefox

blocks known trackers 7 Cryptominer

(2 Tracking content in Private Windows

% Fingerprinters

in private mode

St[ict v

Stronger protection, but may cause some sites or content to break.

Custom

Choose which trackers and scripts to block.
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Browser:
extensions




G chrome ) Microsoft Fdge

https://chrome.google.com/webstore/

Q, Firefox

https://addons.mozilla.org/



uBlock Origin

* Blocks ads (in a privacy friendly way)



IIUT Iy U B EVE T T T T N o SN W e L wTuy 1 W Lot

hi FUT 21 COINS

MODETALENTE

>

MWailOnline . Science

Home | News | U.S. | Sport | TV&Showbiz | Australia | Femail | Health 551" Money | Video | Travel | DailyMail TV | Discounts * 100% Ban Free

S e - « Easy Checkout

Mars's answer to the Grand Canyon: NASA probe snhaps + Padic Dilkeais

spectacular images of the Red Planet's Valles Marineris - the

largest canyon in the Solar System * Trusted Seller
£ Pk * Hassle Free

Friendly Support

Friends of Hue Smart Switch

: R i P S S AR S 4 AN
SENIC JETZT EINKAUFEN  The gargantuan equatorial chasm, called Valles Marineris, is more than 2,500 miles long and travels approximately a quarter of the planet's circumference. As well as being almost
ten times longer than Earth's Grand Canyon it is also three times deeper than the Arizona wonder. Images of the canyon were taken by NASA's HIRISE (High Resolution imaging




Privacy badger

Bloc
Bloc
Bloc

Ks privacy-sensitive ads
ks trackers (e.g. social media)

s advanced tracking techniques

(“supercookies”, fingerprinting)



Affordable accessories that'll pair perfectly with your PC

Wh Ite—o n Iy I m age Every one of these awesome PC accessories will enhance your eve

none cost more than $30.

I X I P Ixel Wi d S & KLIM Aim RGB gaming mouse ($30 at Ama:
T RAC KE R Whether you're a gamer or not, this is an absurdly g
It's ambidextrous, has a responsive sensor, a braide

quality, and, yes, it has RGB lighting, though you car
thing.

3“ AmazonBasics USB speakers (516 at Amaz«
These neat little speakers may only pack 2.4W of tot
fool you. For something so small you get a well-rour

design. And they only cost $16.

/ Razer mouse bungee ($20 at Amazon)

TRACKER



EFF
@ Privacy Badger o<
2 potential trackers blocked
Q@ € C
googleads.g doubleclick net — 00 ]

static.doubleclick.net (e [

Disable Privacy Badger for this Did Privacy Badger break this
site site? Let us know!

@ Donate to EFF

version 2020.12.10




NoScript

* Blocks untrusted scripts




SIMAE

_.rthlu

...googletagservices.com
_..gstatic.com
...imasdk.googleapis.com




HTTPS everywhere

e Enforces HTTPS instead of HTTP




@ Commergant traditionnel au Luxembourg # Click &Collect @ Fiableetrapide # Ou'est-ce que Letzshop et FAG

CATEGORIES -  PROMOTIONS  CHEQUE-CADEAU  MADEINLUXEMBOURG ' COMMERGANTS  CONTACT

% Produits a Luxembourg

Terme Mode et accessoires Maison & Jardin

Enlever tous les filtres Bijoux Décors

Catégories # Voir tout >

Articles de sport
Loisirs de plein air
Sanzé & Beauté

Voir tout > Voir tout > Voir tout >

Jouets et jeux




8 Privacy & Security

s |
K/ Sync

M Extensions & Themes

@ Firefox Support

< R

©) Firefox about:preferences#privacy

@ Your browser is being managed by your organization. ' Find in Options

HTTPS-Only Mode

HTTPS provides a secure, encrypted connection between Firefox and the websites you visit. Most
websites support HTTPS, and if HTTPS-Only Mode is enabled, then Firefox will upgrade all
connections to HTTPS.

Learn more

® Enable HTTPS-Only Mode in all windows
Enable HTTPS-Only Mode in private windows only

Don't enable HTTPS-Only Mode
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Mail/document
encryption



p=p https://www.pep.security

3 8 S X & Lg 14 Rwe L0
8 B e e Sy oot e

End-to-end encryption.

See what p=p can do for you and your organisation.

{'v@ Download for seplus gy

9% Download for
‘ QOutlook

Sent feom my pap for Andeold.




Info

BEE_PTR_Workshop_v1.0

Documents » _Work » BEE SECURE » Training Parents Educators

Protect Document
’ Control what types of changes people can make to this document.

Mark as Final
2 Let readers know the document is
final and make it read-only

Encrypt with Password rare that it contains:
Password-protect this document

1y Restrict Editing
Coentrol the types of changes others

can make
Account i
[Ty Restrict Access r unsaved changes.
L @ Grant people access while removing  * ges.
Options their ability to edit, copy, or print.

[Ty, Add a Digital Signature
_2 Ensure the integrity of the document
by adding an invisible digital signature

Encrypt Document

Encrypt the contents of this file
Password:

Caution: If you lose or forget the password, it
cannot be recovered. It is advisable to keep a list of
passwords and their corresponding document

names in a safe place.

(Remember that passwords are case-sensitive.)

OK

Cancel




Insert Options

Format Text

Review

Q Tell me what you want to do...

Je t'envoie la liste de tous nos 253 membres a
Comme il s’agit de données personnels et don

Le mot de passe est « liste2019 ».

Bien a toi,
Paul

=L et A 3! ef Attach File~  |* ~
D_ Calibri(Boc~ 11 ~ A A ::’é:' Py '.':'l v‘@ @] PERRES I g
p E{=) & T Craik U7 Attach ltem = ! & B
aute B I U | WA~ ER=—=|e3= ress Chec ecure eport
* ~ - S R — o= pt=d
v W Book Names L Signature~ v . Mail
Clipboard = Basic Text M= Names Include Tags = GpgOL = Govcert Tools ~
‘ From ~ \ secretaire@onaimechanter.lu
‘ To... ’ | esident@onaimechanter.lu
Send
L ‘ Cc.. } ‘
Subject Liste de candidats
Attached l "E'é* liste_membres.xlsx =
== 476 KB
[
SalutIPierre,

se postale, numéro de téléphone et date de naissance.
, J'ai protégé le document avec un mot de passe.
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Google Drive Dropbox

i,

OneDrive

— _/
unencrypted

CLOUD




https://cryptomator.org

CRYPTOMATOR %N X

Work
£

O Family

Family
]

a Documents ’ Unlock YP

& Vault Options

& Trip to California A
& Unlock Vault X

Enter password for "Family":

Soseesees ® r L “: \

v Save Password Google Drive Drophox

OneDrive

<+ Add Vault
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Sandbox



E Windows Sandbox

Windows Sandbox

/q\ Are you sure you want to close Windows Sandbox? Once
V!%\x Windows Sandbox is closed all of its content will be discarded
and permanently lost.

s |

“Private mode for Windows”

14:39 %
15.05.2019

)
3
1
©

H- L0 Suchbegriff hier eingeben



e-mail
— files
0000
g g g go otj NO access
calendar
contacts

— test suspicious files
— run privacy-infringing apps



S —

All Apps Documents Settings Photos M3 o I I
Best match I I OW to I n Sta

~~  Turn Windows features on or off
L) —

Control panel

Settings i+ Windows Features - O X

A& Change the language that Windows )
features appear in Turn Windows features on or off 0

To turn a feature on, select its check box, To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

Telnet Client A
TFTP Client

Virtual Machine Platform

Windows Defender Application Guard
Windows Hypervisor Platform
Windows Identity Foundation 3.5
Windows PowerShell 2.0

Windows Process Activation Service
Windows Projected File System
Windows Subsystem for Linux
Windows TIFF IFilter

Work Folders Client

JIO0RO0OROOROO0

£ windows features| OK Cancel

og O m = & rd



=] J SECURE

Tel: 8002 1234

www.bee-secure.lu

steve.muller@eco.etat.lu



