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The Risk Based Approach in the GDPR

Article 25. Data protection by design and by default

« 1. Taking into account the state of the art, the cost of implementation and the nature, scope, context and purposes of
processing as well as the risks of varying likelihood and severity for rights and freedoms of natural persons posed by the
processing, the controller shall, both at the time of the determination of the means for processing and at the time of the
processing itself, implement appropriate technical and organisational measures...

Article 32. Security of processing

« 1. Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of
processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, the
controller and the processor shall implement appropriate technical and organisational measures to ensure a level of

security appropriate to the risk...

Article 35. Data protection impact assessment

« 1. Where a type of processing in particular using new technologies, and taking into account the nature, scope, context
and purposes of the processing, is likely to result in a high risk to the rights and freedoms of natural persons, the
controller shall, prior to the processing, carry out an assessment of the impact of the envisaged processing operations on
the protection of personal data. A single assessment may address a set of similar processing operations that present
similar high risks.
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The Risk Based Approach in the GDPR - bata Coneroller obligations

Main obligations

<

A\

Security of processing:
Appropriate technical and
organisational measures
(art. 32)

Data Protection by
Design and by Default
(art. 25)

Data Protection

Impact Assessment
(art. 35)
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Article 25: Data Protection by Design and by Default

Take into account data
protection principles from
the early stages of a project

Ensure the security of
the data throughout
their life cycle

(art. 32)

Implement
pseudonymisation
and encryption of
data if necessary

RN 9
8 oddlo O

Restrict technically and by
default data processing

O
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Facilitate the effective exercise of

the rights of the data subjects (ex:

online support services)
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Article 35: Data Protection Impact Assessment

1: Identify need for
a DPIA

9: Keep under 2: Describethe
review processing

8: Integrate 3: Consider
outcomesinto plan consultation

7: Sign offand 4: Assess necessity
record outcomes and proportionality

6: Identify
measuresto
mitigate risk

5: Identifyand
assessrisks

Source: ICO
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* Data Protection Impact Assessment

» A process for bulding and demonstrationg compliance with the GDPR
|dentify high risks

|dentify appropriate measures to mitigate the risks at an acceptable level

Iterative process: each of the stages is revisited multiple times before the DPIA can be completed
Approbation BEFORE the processing itself

» Data Protection by Design and by Default

« If DPIA : Implement those measures throughout the entire data life cycle
» If no DPIA : Identify risks and appropriate security measures

« At the time of the determination of the means for processing and at the time of the processing itself
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DPIA Process

PHASE 1: PHASE 2: PHAS_E 3: PHASE 4:
Initiation of Identification Risks Planning & Development Process GO LIVE
the Project Organisationnal and technical measures Operational phase PHASE 5:
ReDesign
DPIA Authorlged Authorized
Mandatory Processing -
. Processing
to the strict Still
extent... authorized?
Documentation
of the project DPIA threshold DPIA Implementation of Organisational
and processing assessment realisation and technical measures

NEW PROCESSING

Realisation: Realisation: Business unit
Business Unit Advice : DPO Realisation: Project team
/1T Approval : Controller DPIA Final check : DPO

Data Protection by Design and by Default — @
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Data Protection by Design and by Default process

PHASE 1.
Initiation of
the Project

Documentation
of the project
and processing

Business
Unit/IT
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PHASE 2: PHASE 3: PHASE 4: PHASE 5:
Risks Identification Implementation of GO LIVE Data Protection
And Organisationnal & Organisationnal and by Redesign
Technical Measures Technical Measures
No DPIA
DPIA threshold Implementation of Organisational

and technical measures

assessment

NEW PROCESSING No DPIA

Business unit
Advice : DPO
Approval :
Controller

Project team
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Conclusion

* DPIA mandatory = high level of security

* DPIA not mandatory = Data Protection by Design and by Default = standard level of security

BUT

Appropriate technical and organisational measures (which could be the same
as if a DPIA was mandatory)
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